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(37) ABSTRACT

A customer engages a Financial Institution (FI) for access to
an account or a service associated with the account of the
customer over a first channel of communication. A decen-
tralized 1dentifier (DID) connection 1s established between a
FI wallet and a Self-Sovereign Identity (SSI)-enabled cus-
tomer wallet. A structured message that 1s cryptographically
signed 1s sent from the FI wallet to the customer wallet over
a secure channel of communication. The message requests
authorization of the customer or requests specific Personal
Identifiable Information (PII) of the customer. The customer
responds via the customer wallet and a second structured
message 1s cryptographically signed and sent to the FI wallet
over the secure channel of communication. When the second
structured message 1s authenticated by the FI, the customer

(51) Imt. CL 1s approved for access to the account or approved for access
G060 20/36 (2006.01) to the service over the first channel of communication.
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SELF-SOVEREIGN IDENTITY STRUCTURED
MESSAGING FOR CROSS CHANNEL
AUTHENTICATION

RELATED APPLICATIONS

[0001] This application 1s a Continuation-In Part (CIP) of
application Ser. No. 17/162,663 entitled *“Self-Sovereign
Identity Verifiable Credentials for Consent Processing” filed
on Jan. 29, 2021; the disclosure of which 1s hereby incor-
porated by reference herein 1n 1ts entirety.

BACKGROUND

[0002] Enterprises and governments rely heavily and col-
lecting data from their customers and citizens. In fact,
private and public information about every individual 1s
almost certainly maintained by a plethora of different enti-
ties 1n a variety of data warehouse located across the globe.
This has caused a great deal of problems for individuals and
for the enterprises. Individuals’ personal and private data are
routinely stolen and used for nefarious purposes with the
unwittingly assistance of government bureaucrats and gov-
ernment systems to obtain false government identification
cards or government benefits. Consumers are frequently
targeted and harassed by businesses based on their spending,
habits, browser history, and location data.

[0003] In the muadst of this chaos, governments are finally
realizing that data about an individual should belong to the
individual and not collected and used by businesses, gov-
ernments, or organizations. Some countries have adopted
more stringent laws and regulations should a consumer be
harmed by a data breach at an enterprise that houses some
of the consumer’s data. Some countries have adopted laws
that make clear any retention of consumer data needs to have
the express informed consent of the consumer and/or
requires payment ol a fee to the consumer.

[0004] Yet, Financial Institutions (FIs) are subject to strict
government regulations regarding verifying customers and
retaining unique identifying information for their customers.
These regulations are referred to as Know Your Customer
(KYC) regulations or requirements. What this means 1s that
each time a customer of a FI interacts with the FI, the FI
must maintain records that demonstrate that the customer’s
identity was verified, and the types of information used for
identity verification are recorded. For example, when a
customer calls their FI for service, the bank employee must
ask the customer for a variety of Personal Identifiable
Information (PII) 1n order to comply the KYC requirements
and 1n order to verily the customer’s 1dentity. This process
exposes customers to risk by revealing PII to call center
employees (untrusted third-parties). Fls are required to
verily their customers during 1nitial account setup (onboard-
ing of a customer) and when customers request access to
theirr account. There 1s presently no other mechanism by
which FIs can comply with KYC requirements other that ask
tor PII over potentially insecure communications with the
customer.

[0005] Consumers are increasingly aware of the vulner-
ability of their personal data. Data breaches have become
almost common place—if not mevitable 1n the industry.

SUMMARY

[0006] In various embodiments, methods and a system for
self-sovereign 1dentity (SSI) structured messaging for cross-
channel authentication are presented.
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[0007] According to an embodiment, a method for SSI
structured messaging for cross-channel authentication 1s
provided. A request for a service i1s received over a first
channel from a customer. A Decentralized Identifier (DID) 1s
obtained for an SSI-enabled wallet of the customer. A DID
connection 1s established, over a secure channel, between a
Financial Institution (FI) wallet and the SSI-enabled wallet
using the DID. A structured message challenge 1s sent to the
customer over the secure channel via the SSI-enabled wallet.
A structured response 1s received from the customer over the
secure channel via the FI wallet. Access to the service 1s
granted when the structured response 1s authenticated.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 1s a diagram of a system for SSI structured
messaging for cross-channel authentication, according to an
example embodiment.

[0009] FIG. 2 i1s a diagram of a method for SSI structured
messaging for cross-channel authentication, according to an
example embodiment.

[0010] FIG. 3 1s a diagram of another method for SSI
structured messaging for cross-channel authentication,
according to an example embodiment.

DETAILED DESCRIPTION

[0011] FIG. 1 1s a diagram of a system 100 for SSI
structured messaging for cross-channel authentication,
according to an example embodiment. The system 100 1s
shown schematically in greatly simplified form, with only
those components relevant to understanding of one or more
embodiments (represented herein) being illustrated. The
various components are 1llustrated, and the arrangement of
the components 1s presented for purposes of 1llustration only.
It 1s to be noted that other arrangements with more or less
components are possible without departing from the SSI
structured messaging for cross-channel authentication pre-
sented herein and below.

[0012] Moreover, various components are implemented as
one or more software modules, which reside 1n non-transi-
tory storage and/or hardware memory as executable mnstruc-
tions that when executed by one or more hardware proces-
sors perform the processing discussed herein and below.

[0013] System 100 provides verifiable techniques by
which a customer can be onboarded for an account with a F1
through registration with an SSI provider, can share the
appropriate PII needed with the FI using an SSI-enabled
customer wallet, and can provide a Decentralized Identifier
(DID) for the SSI-enabled customer wallet to the FI. When
a customer requests service of the FI post onboarding, the FI
obtains the DID for the customer wallet (recorded during
onboarding) and uses the PII retained by the FI to 1ssue
challenges to the customer’s wallet. The customer accesses
the wallet through the FI’s application and authorizes the
communication with the FI or provides the necessary PII
requested 1n the challenge through the wallet. The authori-
zation and/or answers to the challenge are encrypted, signed,
and sent to the FI where the customer’s 1dentity 1s authen-
ticated for the 1imitial service requested by the customer. The
challenge 1ssued by the FI for authentication and the
responses 1ssued by the customer to the challenge are
encrypted and signed (by the FI’s wallet and the customer’s




US 2022/0253833 Al

wallet) before being sent. This message passing 1s referred
to as structure messaging that 1s ofl chain (off the blockchain
(BO)).

[0014] The system 100 includes: a cloud/server 110, retail
servers/terminals 120, a plurality of user-operated devices
130, and a plurality of blockchain (BC) devices/servers 140.
[0015] Cloud/server 110 comprises one or more hardware
processors 111 and a non-transitory computer-readable stor-
age medium 112. Medium 112 comprises executable mstruc-
tions for an SSI-enabled wallet manager and APIs 1185.
When the executable instructions are provided to processor
111, this causes processor 111 to perform operations dis-

cussed herein and below for 113 and 114.

[0016] Each FI server 120 comprises one or more proces-
sors 121 and a non-transitory computer-readable storage
medium 122. Medium 122 comprises executable instruc-
tions for a wallet application (app) 123 and an account
manager 124. When the executable instructions are provided
to processor 121, this causes processor 121 to perform
operations discussed herein and below for 123 and 124.

[0017] FEach user-operated device 130 comprises one or
more processors 131 and a non-transitory computer readable
storage medium 132. Medium 132 comprises executable
instructions for a wallet application (app) 133 and a banking
application (app) 134. When the executable mstructions are
provided to processor 131, this causes processor 131 to

perform operations discussed herein and below for 133 and
134.

[0018] Distributed BC devices/servers comprises proces-
sors 141 and a non-transitory computer readable storage
medium 142 for each BC device/server 140. Medium 140
comprises executable instructions for BC APIs 143 and SSI
providers 144. When the executable instructions are pro-
vided to corresponding processor 141, this causes processor

141 to perform operations discussed herein and below for
143 and 144.

[0019] Various network connections 150 and 160 are
discussed herein and below between the devices 110-150.
Some connections 150 are established directly between
devices while other connections 160 are achieved using
Decentralized Identifiers (DIDs). DID-based connections
160 providing an anonymous communication session
between servers/terminals 120 and user-operated devices
130 based on addressing scheme associated with SSIs; the
addresses are resolved through the BC APIs 143. Moreover,
although not shown in FIG. 1, during the processing dis-
cussed herein and below, there may be DID-based connec-
tions 160 between cloud/server 110 and user-operated
device 130 and between FI server 120 and cloud/server 110.
Still further, although connections 150 are discussed as
direct connections between distributed BC devices/servers

140 to 110-113, 1t 1s a direct connection only in the sense of
the first node/server 140 that 1s interacting with 110-113.

[0020] In various discusses the phrase “issuing authority™
or “issuer” are used these may be located on standalone
servers, located on server 110, located on a server 120, or
located over blockchain devices/servers 140. An issuing
authority or 1ssuer 1s an SSI provider 144 (shown on the BC
by 140 1n FIG. 1). But 1t 1s to be noted that the SSI provider
144 or 1ssuing authority 144 may reside ofl chain on any
server 1llustrated in FIG. 1 or other servers not illustrated 1n
FIG. 1. Any configuration may be used when referencing an
SSI provider 144, an 1ssuing authority 144, and/or an issuer
144 herein and below.
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[0021] A customer with an existing account with a FI 120
means that such a customer as already provided the requisite
PII for KYC requirements of the FI. This type of customer
can use app 134 to indicate that the customer wants to opt-in
for SSI structured messaging authentication across channels
of communication when contacting the FI for service or
questions regarding their existing account. When opt-in 1s
selected, an SSI-enabled wallet for the customer 1s created
using an SSI provider 144 (which may be managed and exist
on FI server 120 and/or cloud/server 110 rather than as

illustrated 1n BC devices 140 1 FIG. 1). Once the SSI-

enabled wallet 1s created, wallet app 133 1s initiated on user
device 130 and wallet app 123 establishes a connection to
wallet app 133 uses the DID of the newly-crated SSI-
enabled wallet. The connection also establishes a relation-
ship DID for a unique connection between wallet app 123

and wallet app 133. Both the relationship DID and the DID

are stored 1n account records of the existing account main-
tained by the FI for the customer. This process 1s referred to
as onboarding for wallet-to-wallet (W2W) structured mes-
saging authentication.

[0022] Any customer that does not have any previous
account with the FI will need to set up a new account with
the FI. This can be done 1n the traditional manner 1n person
at the FI or can be done as follows. If this type of customer
has already registered their PII with a consumer selected SSI
provider 144, the customer 1s asked to provide their SSI-

enabled wallet DID, wallet app 123 15 used to send W2W

structured messages to the customer’s wallet app 133, the
structured message requests the PII that 1s needed by the FI
to establish an account for compliance with KYC require-

ments. The customer 1s mstructed to authorizing the sharing
of the designated PII from wallet app 133. The SSI provider
144 provides the designated PII to wallet app 123 and
account manager 124 stores the designated PII in account
records for a new account of the customer. The designated
PII can comprise the customer’s full legal name, home
address, social-security number (SSN), current annual
income, etc.

[0023] If a customer does not have any previous account
and does not have an existing SSI-enabled wallet nor any
SSI provider 144, then the customer 1s asked to provide the
designated PII to set up the account records. This can also be
done via a FI selected SSI provider 144 (which can be
located on FI server 120, on cloud 110, or over the BC
devices 140). In BC case, the designated PII 1s encrypted and
stored over distributed BC devices/servers 140 and associ-
ated by the SSI provider 144 with the SSI-enabled wallet of
the consumer. A DID i1dentifier 1s associated with the SSI-
enabled wallet. The consumer may request a specific rela-
tionship DID for the SSI-enabled wallet for the FI (note this
1s automatically provided with wallet app 123 connects to
wallet app 133 using the DID), the relationship DID and
DID 1s provided to wallet app 123 and/or SSI-enabled wallet
manager 113 where it 1s stored 1 connection with the
customer’s account. Specific PII that 1s needed by the FI to
establish a new account for the customer 1s requested by the
FI wallet app 123 using the relationship DID for the con-
sumer’s SID-enabled wallet. This results 1n a structured
message being sent to the consumer via wallet app 133
requesting that the consumer share the designated PII with
wallet app 123. The consumer authorizes the sharing, and
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the SSI provider 144 retrieves the designated PII informa-
tion from the customer ofl the BC and provides to wallet app

123.

[0024] Account manager 124 obtains the designated PII
information for onboarding a new account that never existed
or for onboarding existing accounts that are opting-in for
W2W structured message cross-channel authentication ser-
vices. Account manager 124 obtains the relationship DID
and DID {for the customer’s SSI-enabled wallet and creates
an account with the designated PII information, the DID,
and the relationship DID 1s stored 1n records of the account
during onboarding or account manager 125 stores the DID
and relationship DID in account records of an existing
account of the customer during onboarding.

[0025] At this point, any of the customer’s retained PII
information in the account records can be searched to obtain
the relationship DID and the DID for the customer’s SSI-
cnabled wallet.

[0026] Now, when the customer reaches out to the FI
through any channel (such as through texting, phone, email,
in person, 1n store, etc.), the customer can be authenticated
without being required to provide any PII over the channel
the customer reached out in for purposes of veritying/
authenticating an i1dentity of the customer by stafl of the FI.
This process 1s referred to as SSI W2W structured message
cross-channel authentication herein and below.

[0027] For example, suppose the customer calls a call
center of the FI to ask questions about or perform transac-
tions on their account. The phone number called 1n by the
customer can be used to search the accounts and find the
account records corresponding to that phone number. The
specific account associated with that phone number 1s also
associated with the relationship DID and DID for the
customer’s SSI-enabled wallet. Alternatively, the phone
number can be used to obtain the relationship DID and DID
from SSI-enabled wallet manager 113.

[0028] Once the relationship DID and DID are known, the
FI employee can use FI wallet app 123 to request specific PII
from the customer through off channel wallet app 123-to-
wallet app 133 (W2W) communication (ofl-channel because
the customer initiated the request with the FI through a
phone call which 1s different from the W2W commumnication
where the specific PII 1s being requested of the customer for
authenticating the customer for access to the customer’s
account).

[0029] FIwallet app 123 uses the relationship DID to send
a structured message to wallet app 133 that requests the PII
information from the customer. This 1s a cryptographically
signed message, signed by the FI wallet app 123 sent off
chain (without the BC) to wallet app 133. If the customer 1s
on the phone with the FI employee, the employee 1nstructs
the customer to open their wallet app 133 and please answer
the questions. The customer opens the wallet app 133 (either
through an option selected within the user-facing interface
menus of banking app 134 or through directly opening the
wallet app 113). The questions posed in the structured
message are decrypted and verified by wallet app 133 and
presented to the customer. The customer can answer the
questions or simply press an option to authorize the com-
munication with the FI employee. This causes the authori-
zation and/or answers to the questions to be encrypted and
signed (cryptographically signed) by wallet app 133 and sent
back to a relationship DID and DID 1s associated with wallet
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app 123 (the relationship DID and DID 1s provided with the
structured message when sent from wallet app 123).
[0030] The FI employee opens FI wallet app 123 and sees
the structured message received from the customer through
the customer’s wallet app 133. The employee sees an
authorization or sees answers to the original questions
(challenge) posed by the employee. Any answers to the
challenge are compared against what 1s available to the
employee through the account records of the customer.
[0031] The customer 1s then authenticated for obtaining
service from the FI employee. The customer can now direct
funds be moved, withdraw funds, transfer funds, and/or
obtain account balance information through the employee
over the phone call. Notice that at no point did the customer
provide PII over the phone call (voice channel), such that it
the voice channel was compromised the PII 1s not exposed
over the channel. The customer was authenticated via struc-
tured messages between two SSI-enabled wallets (one held
by the FI, and one held by the customer). The connections
were secure encrypted DID connections for the structured
messaging and the contents of the messages were crypto-
graphically signed and verified.

[0032] It 1s noted, that 1f the customer reached a service
representative via a text channel, the process described
above 1s the same. The structured message challenge 1s sent
ofl channel (here the channel i1s a text channel) through a
secure W2W channel that 1s encrypted and signed. The same
can be said for a customer request for service over other
channels as well, such as when the customer i1s 1 person,
such that the customer does not have to show any 1dentifi-
cation card, rather the stafl can initiate the W2W challenge,
and the customer can respond via his wallet app 133 on his
phone (assuming in-person requests do not require photo
identification based on KYC requirements, but this can be
dispensed with still 11 facial recognition 1s used during the
In-person visit).

[0033] The structured messaging 1s off chain meamng 1t
does not write to the BC or the distributed ledger of the BC.

[0034] In an embodiment, the SSI-enabled wallet of the
customer and the FI are maintained and managed by SSI-
ecnabled wallet manager 113, such that the relationship DIDs
are provided to wallet app 133 and to wallet app 123 by
manager 113 when requested.

[0035] In an embodiment, system 100 does not require
SSI-enabled wallet manager 113; rather, wallet app 123 and
wallet app 133 are enhanced to perform the structured
message passing oil chain using SSI-enabled wallets.

[0036] In an embodiment, as was stated above, the SSI
providers 144 for the customers can be access through BC
servers 140, through cloud server 110, through FI server
120, or through any server or cloud not referenced in FIG.

1

[0037] In an embodiment, during onboarding of a new
customer for a new account, the customer signs up for a user
identifier and credential, downloads banking app 134 and
enters the user i1dentifier and credential. Once signed into
app 134, a user-facing interface provides an option for the
customer to opt-in for structured-messaging authentication
across channels of communication. When the customer
selects the opt-in option, account manager 124 and/or app
134 causes an SSI-enabled wallet to be created for the
customer through an SSI provider 144. Once the SSI-
enabled wallet 1s created, the wallet app 133 1s installed on
user device 130. During mnitialization, wallet app 123 creates
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a DID connection to wallet app 133; this establishes a
relationship DID for wallet app 123 to subsequently connect
and send structured messages directly to wallet app 133.
Account manager 124 obtains the relationship DID and DID
and stores 1t 1n account records for the customer that opted
in and was onboarded with the FI. The relationship DID and
DID can be found during any account access for the cus-
tomer.

[0038] In an embodiment, account records for an account
of the customer include blocked records containing sensitive
PII of the customer, such that employees of the FI cannot see
the sensitive PII until the customer 1s verified with the
structured messaging W2W authentication discussed herein
and above. Even through the account records are blocked
from viewing by the employees, the records can be searched
by the employees with a phone number or anything else
(such as email number, account number, full name, etc.) the
customer wants to provide for purposes of locating the
relationship DID and DID, which are not blocked from view
by the employees. This adds an extra layer of security for PII
of customers and guards against untrusted employees that
may be tempted to perform nefarious actions with PII of
customers.

[0039] The embodiments of FIG. 1 and other embodi-
ments are now discussed with reference to the FIGS. 2-3.
[0040] FIG. 2 15 a diagram of a method 200 for SSI
structured messaging for cross-channel authentication,
according to an example embodiment. The software module
(s) that implements the method 200 1s referred to as a “SSI
structured messaging authenticator.” The SSI structured
messaging authenticator 1s i1mplemented as executable
instructions programmed and residing within memory and/
or a non-transitory computer-readable (processor-readable)
storage medium and executed by a plurality of hardware
processors of a plurality of hardware computing devices.
The processors of the devices that execute the SSI structured
messaging authenticator are specifically configured and pro-
grammed to process the SSI structured messaging authen-
ticator. The SSI structured messaging authenticator has
access to one or more networks during 1ts processing. The
networks can be wired, wireless, or a combination of wired
and wireless.

[0041] In an embodiment, the devices that execute the SSI
structured messaging authenticator 1s all of, or any combi-
nation of, cloud/server 110, server 120, user-operated device
130, and/or servers 140. In an embodiment, a plurality of
servers cooperate to execute the SSI structured messaging
authenticator from one or more logical cloud servers 110,
120, 130, and/or 140.

[0042] In an embodiment, the SSI structured messaging
authenticator 1s all or some combination of 113, 114, 123,
124, 133, 134, and/or 144, discussed above with system 100.
[0043] At 210, the SSI structured messaging authenticator
receives a request for a service over a first channel from a
customer.

[0044] In an embodiment, at 211, the SSI structured mes-
saging authenticator identifies the first channel as a voice
channel, a text message channel, a web-based channel, an
application-based channel, or an n-person channel.

[0045] At 220, the SSI structured messaging authenticator
obtains a DID for an SSI-enabled wallet of the customer.

[0046] In an embodiment, at 221, the SSI structured
messaging authenticator obtains the DID from an account
record associated with an account of the customer based on
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a detail obtained from the customer directly or indirectly
over the first channel indexed to the account.

[0047] In an embodiment of 221 and at 222, the SSI
structured messaging authenticator identifies the detail as a
phone number and searches accounts on the phone number
to obtain the account record.

[0048] In an embodiment, at 223, the SSI structured
messaging authenticator obtains the DID as a relationship
DID that was provided a first time the FI wallet connected
to the SSI-enabled wallet over the secure channel using the
DID.

[0049] At 230, the SSI structured messaging authenticator
establishes a DID connection, over a secure channel,
between the FI wallet and the SSI-enabled wallet.

[0050] At 240, the SSI structured messaging authenticator
sends a structured message challenge to the customer over
the secure channel via the FI wallet.

[0051] In an embodiment, at 241, the SSI structured
messaging authenticator encrypts the structured message
challenge and signs the structured message challenge with a
signature of the FI wallet.

[0052] At 250, the SSI structured messaging authenticator
receives a structured response from the customer over the
secure channel via the FI wallet.

[0053] In an embodiment of 241 and 250, at 251, the SSI
structured messaging authenticator decrypts the structured
response and verifies a second signature of the SSI-enabled
wallet on the structured response.

[0054] In an embodiment of 251 and at 252, the SSI
structured messaging authenticator authenticates the struc-
tured response by validating correct PII in the structured
response against account records for an account of the
customer with the FI.

[0055] In an embodiment of 251 and at 253, the SSI
structured messaging authenticator authenticates the struc-
tured response by identifying an authorization in the struc-
tured response provided by the customer through the SSI-
enabled wallet.

[0056] At 260, the SSI structured messaging authenticator
grants access to the service when the structured response 1s
authenticated.

[0057] In an embodiment, at 270, the SSI structured
messaging authenticator retains the structured response as
evidence that KYC requirements were satisfied when
authenticating the customer for access to the service.
[0058] FIG. 3 1s a diagram of another method 300 for SSI
structured messaging for cross-channel authentication,
according to an example embodiment. The software module
(s) that implements the method 300 i1s referred to as a
“cross-channel PII authenticator.”” The cross-channel PII
authenticator 1s implemented as executable 1nstructions pro-
grammed and residing within memory and/or a non-transi-
tory computer-readable (processor-readable) storage
medium and executed by one or more hardware processors
of one or more hardware devices. The processors of the
devices that execute the cross-channel PII authenticator are
specifically configured and programmed to process the
cross-channel PII authenticator. The cross-channel PII
authenticator has access to one or more networks during 1ts
processing. The networks can be wired, wireless, or a
combination of wired and wireless.

[0059] The cross-channel PII authenticator presents
another and, in some ways, enhanced processing perspective
of that which was described above with the method 200.
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[0060] In an embodiment, the cross-channel PII authenti-
cator 1s executed by one, all, or some combination of devices
110, 120, 130, and/or 140.

[0061] In an embodiment, the cross-channel PII authenti-
cator 1s all or some combination of 113, 114, 123, 124, 133,
134, 143, 144, and/or method 200.

[0062] At 310, the cross-channel PII authenticator pres-
ents an option within a user-facing interface of an applica-
tion for SSI W2W customer authentication.

[0063] In an embodiment, at 331, the cross-channel PII
authenticator modifies the application as an enhanced appli-
cation that provides the SSI W2W customer authentication
along with the option to activate the SSI W2W customer
authentication.

[0064] At 320, the cross-channel PII authenticator
receives a selection of the option from the customer through
the user-facing interface.

[0065] At 330, the cross-channel PII authenticator estab-
lishes an SSI-enabled customer wallet for the customer
based on the selection.

[0066] At 340, the cross-channel PII authenticator initiates

a DID connection between the SSI-enabled customer wallet
and a FI wallet of a FI.

[0067] At 350, the cross-channel PII authenticator obtains
a relationship DID from the DID connection.

[0068] At 360, the cross-channel PII authenticator main-
tains the DID and the relationship DID 1n account records
for an account of the customer with the FI for processing the
SSI W2W customer authentication.

[0069] In an embodiment, at 370, the cross-channel PII
authenticator maintains structured responses received from
the SSI-enabled customer wallet during subsequent DID
connections as an audit trail for KYC requirements of the FI.
[0070] In an embodiment, at 380, the cross-channel PII
authenticator receives a request for authentication from the
customer over a first channel. The cross-channel PII authen-
ticator establishes a second DID connection between the FI
wallet and the SSI-enabled customer wallet using the rela-

tionship DID and the DID. The cross-channel PII authenti-

cator sends a structured challenge message from the FI
wallet to the SSI-enabled customer wallet over a secure
channel. The cross-channel PII authenticator verifies a par-
ticular structured response received from the customer
through the SSI-enabled customer wallet over the secure
channel. The cross-channel PII authenticator authenticates
the customer based on the particular structured response.
[0071] In an embodiment of 380 and at 381, the cross-
channel PII authenticator encrypts the structured challenge
message and signs the structured challenge message with a
signature of the FI wallet.

[0072] In an embodiment of 381 and at 382, the cross-
channel PII authenticator decrypts the particular structured
response and verifies a second signature on the particular
structured response by matching the second signature to an
SSI-enabled customer wallet signature.

[0073] In an embodiment of 382 and at 383, the cross-
channel PII authenticator matches a decrypted version of the
particular structured response to PII held in other account
records for the account of the customer with the FI.

[0074] It should be appreciated that where software is
described 1 a particular form (such as a component or
module) this 1s merely to aid understanding and i1s not
intended to limit how software that implements those func-
tions may be architected or structured. For example, mod-
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ules are 1llustrated as separate modules, but may be 1mple-
mented as homogenous code, as individual components,
some, but not all of these modules may be combined, or the
functions may be implemented in soitware structured 1n any
other convement manner.
[0075] Furthermore, although the software modules are
illustrated as executing on one piece of hardware, the
software may be distributed over multiple processors or 1n
any other convenient manner.
[0076] The above description 1s 1illustrative, and not
restrictive. Many other embodiments will be apparent to
those of skill in the art upon reviewing the above descrip-
tion. The scope of embodiments should therefore be deter-
mined with reference to the appended claims, along with the
tull scope of equivalents to which such claims are entitled.
[0077] In the foregoing description of the embodiments,
various lfeatures are grouped together 1 a single embodi-
ment for the purpose of streamlining the disclosure. This
method of disclosure 1s not to be interpreted as retlecting that
the claimed embodiments have more features than are
expressly recited in each claim. Rather, as the following
claims reflect, mmventive subject matter lies in less than all
features of a single disclosed embodiment. Thus, the fol-
lowing claims are hereby incorporated into the Description
of the Embodiments, with each claim standing on 1ts own as
a separate exemplary embodiment.
1. A method, comprising:
receiving a request for a service over a first channel from
a customer;
obtaining a Decentralized Identifier (DID) for a Seli-
Sovereign Identity (SSI)-enabled wallet of the cus-
tomer;
establishing a DID connection, over a secure channel,
between a Financial Institution (FI) wallet and the
SSI-enabled wallet using the DID;
sending a structured message challenge to the customer
over the secure channel via the SSI-enabled wallet:
recerving a structured response from the customer over
the secure channel via the FI wallet; and

granting access to the service when the structured

response 1s authenticated.

2. The method of claim 1, wherein receiving the request
further includes identifying the first channel as a voice
channel, a text messaging channel, a web-based channel, an
application-based channel, or an in-person channel.

3. The method of claam 1, wherein obtaining further
includes obtaining the DID from an account record associ-
ated with an account of the customer based on a detail
obtained from the customer directly or indirectly over the
first channel that 1s indexed to the account.

4. The method of claim 3, wherein obtaining the DID
turther includes 1dentifying the detail as a phone number and
searching accounts on the phone number to obtain the
account record.

5. The method of claam 1, wherein obtaining further
includes obtaining the DID as relationship DID that was
provided a first time the FI wallet connected to the SSI-
enabled wallet over the secure channel using the DID.

6. The method of claim 1, wherein sending further
includes encrypting the structured message challenge and
signing the structured message challenge with a signature of
the FI wallet.

7. The method of claim 6, wherein receiving the struc-
tured response further includes decrypting the structured




US 2022/0253833 Al

response and verifying a second signature ol the SSI-
enabled wallet on the structured response.
8. The method of claam 7, wherein decrypting further
includes authenticating the structured response by validating
correct personal 1dentifiable mformation (PII) 1n the struc-
tured response against account records for an account asso-
ciated with the customer.
9. The method of claam 7, wherein decrypting further
includes authenticating the structured response by identity-
ing an authorization in the structured response provided by
the customer through the SSI-enabled wallet.
10. The method of claim 1 further comprising, retaining
the structured response as evidence that Know Your Cus-
tomer (KYC) requirements were satisfied when authenticat-
ing the customer for access to the service.
11. A method, comprising;
presenting an option within a user-facing interface of an
application to opt-in for Self-Sovereign Identity (SSI)
wallet-to-wallet (W2W) customer authentication;

receiving a selection of the option from a customer
through the user-facing interface;

establishing an SSI-enabled customer wallet for the cus-

tomer based on the selection;

iitiating a Decentralized Identifier (DID) connection

between the SSI-enabled customer wallet and a Finan-
cial Institution (FI) wallet of a FI;

obtain a relationship DID from the DID connection; and

maintaiming the DID and the relationship DID 1n account

records for an account of the customer with the FI for
the SSI W2W customer authentication.

12. The method of claim 11 further comprising, main-
taining structured responses received from the SSI-enabled
customer wallet during subsequent DID connections as an
audit trail for Know Your Customer (KYC) requirements of
the FI.

13. The method of claim 11 further comprising:

receiving a request for authentication from the customer

over a first channel;
establishing a second DID connection between the FI
wallet and the SSI-enabled customer wallet using the
relationship DID and the DID;

sending a structured challenge message from the FI wallet
to the SSI-enabled customer wallet over a secure chan-
nel;

verilying a particular structured response received from

the customer through the SSI-enabled customer wallet
over the secure channel; and

authenticating the customer based on the particular struc-

tured response.

14. The method of claim 13, wherein sending the struc-
tured challenge message further includes encrypting the
structured challenge message and signing the structured
challenge message with a signature of the FI wallet.

15. The method of claim 14, wherein veritying further
includes decrypting the particular structured response and
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verilying a second signature on the particular structured
response matches an SSI-enabled customer wallet signature.

16. The method of claim 15, wherein veritying further
includes matching a decrypted version of the particular
structured response to Personal Identifiable Information
(PII) held 1n other account records for the account of the
custometr.

17. The method of claim 11 wherein presenting further
includes moditying the application as an enhanced applica-
tion that provides the SSI W2W customer authentication
along with the option to activate the SSI W2W customer
authentication.

18. The method of claim 11, wherein 1mmitiating further
include mnitiating the DID connection as a peer-to-peer (P2P)
encrypted connection between the FI wallet and the SSI-
enabled customer wallet.
19. A system comprising:
a plurality of servers comprising a plurality of processors,
cach server comprises a non-transitory computer-read-
able storage media;
cach non-transitory computer-readable storage medium
comprising executable nstructions;
the executable imstructions when executed by their cor-
responding processors performing operations compris-
ng:
receiving an opt-in option from a user-interface of a
Financial Institution (FI) application operated by a
customer indicating that the customer 1s opting-in for
Self-Sovereign  Identity (SSI)  wallet-to-wallet
(W2W) customer authentication;

establishing an SSI-enabled customer wallet for the
customer based on a selection of the opt-in option by
the customer from the user-facing interface of the FI
application;

mitiating a Decentralized Identifier (DID) connection
between the SSI-enabled customer wallet and a FI
wallet of a FI;

obtaining a relationship DID from the DID connection;
and

maintaining the DID and the relationship DID 1n
account records for an account of the customer with
the FI for the SSI W2W customer authentication
during contacts by the customer with the FI.

20. The system of claim 19, wherein the operations
comprise additional operations comprising;

encrypting structured messages sent over subsequent DID
connections between the FI wallet and the SSI-enabled
customer wallet during the contacts for authenticating
the customer with the SSI W2W customer authentica-
tion; and

digitally signing the structured messages by the FI wallet
and by the SSI-enabled customer wallet over the sub-
sequent DID connections during the contacts for
authentication the customer with the SSI W2W cus-
tomer authentication.
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