a9y United States
12y Patent Application Publication o) Pub. No.: US 2024/0242215 Al

Nonni

US 20240242215A1

43) Pub. Date: Jul. 18, 2024

(54) SYSTEM AND METHOD FOR PROVIDING A
DECENTRALIZED EXCHANGE FOR

(71)
(72)

(21)

(22)

(1)

CREDIT LENDING

Applicant: NCR Corporation, Atlanta, GA (US)

Inventor: Bryan Walser Nonni, Atlanta, GA (US)

Appl. No.: 18/096,646

Filed: Jan. 13, 2023

Publication Classification

Int. CI.

G06Q 20/40
G06Q 20/24
G06Q 20/36
GO6Q 20/38

(2006.01
(2006.01
(2006.01
(2006.01

[ N e ey

PERSONAL DEVICE
110

I PROCESSOR 112

MEMORY 114
I DWN AP| 116

USER
APP 118

(52) U.S. CL
CPC ... GO6Q 20/4014 (2013.01); GO6Q 20/24
(2013.01); GO6Q 20/36 (2013.01); GO6Q
20/382 (2013.01)
(57) ABSTRACT

A system and method for performing a financial transaction
are disclosed. An application running on a first server
requests a financial transaction secured by collateral of a first
party in the form of digital currency. The application gen-
crates a semantic ASK message encoded with parameters
defining the requested financial transaction. The semantic
ASK message 1s sent to one or more second parties via a
decentralized web node thereof. A BID message 1s received
from at least one of the one or more second parties defining
proposed terms for the requested financial transaction. Cre-
dentials for the first party are forwarded from a decentralized
web node of the first party, the credentials defined 1n the BID
message. Access 1s provided to the collateral of the first
party to the second party upon receipt of confirmation of the
financial transaction from the second party.
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SYSTEM AND METHOD FOR PROVIDING A
DECENTRALIZED EXCHANGE FOR
CREDIT LENDING

FIELD

[0001] This disclosure relates generally to a system and
method for providing a decentralized exchange for credit
lending.

BACKGROUND

[0002] Enterprises and governments rely heavily on col-
lecting data from their customers and citizens. In fact,
private and public information about every individual 1s
almost certainly maintained by a plethora of different enti-
ties 1n a variety of data warehouse located across the globe.
This has caused a great deal of problems for individuals and
for the enterprises. The personal data and private data of
individuals are routinely stolen and used for nefarious
purposes with the unwittingly assistance of government
bureaucrats and government systems to obtain false govern-
ment 1dentification cards or government benefits. Consum-
ers are frequently targeted and harassed by businesses based
on their spending habits, browser history, and location data.

[0003] In the midst of this chaos, governments are finally
realizing that data about an individual should belong to the
individual and not collected and used by businesses, gov-
ernments, or organizations. Some countries have adopted
more stringent laws and regulations should a consumer be
harmed by a data breach at an enterprise that houses some
of the consumer’s data. Some countries have adopted laws
that make clear any retention of consumer data needs to have
the express informed consent of the consumer and/or
requires payment of a fee to the consumer.

[0004] The World Wide Web (Web) 1s an information
system that allows documents and other resources to be
accessed over the mternet. Under the original Web model,
users do not control their own data or identity. Instead,
providers of services (for example) over the internet give
cach user an account (username/password) and all informa-
tion and data associated with that account 1s stored by the
provider. A new Web model (Web 5) has been proposed
which moves the control of user information and data back
to the user by decentralizing how information 1s stored.
Under this model, users obtain decentralized identifiers
(DIDs) for identification purposes which are not controlled
by any provider. In addition, Web 5 provides for verifiable
credentials (VCs) that enable trustless interactions. The VCs
are cryptographically signed by the 1ssuer and include
information from that issuer about the user (e.g., a financial
istitution can 1ssue a VC which i1dentifies a user’s bank
account and other desired information related thereto). Web
5 further provides for decentralized web nodes (DWNs). A
DWN 1s a data storage and message relay mechanism
entities can use to locate public or private permissioned data
related to a given DID. Although blockchain 1s not a
necessary part of Web 3, blockchains offer may advantages
for storing DIDs and offer advantages in further improving
the level of trust, transparency and the overall efliciencies
required for a decentralized system like Web 5. A user’s
DWN typically serves as a self-sovereign identily storage
location (wallet).

[0005] The traditional lending process 1s slow (taking
days, weeks, or months) and cumbersome and requires that
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multiple parties engage in online and offline communica-
tions with written and digital documentation in order to
acquire a loan or line of credit. Current lending solutions
with traditional and non-traditional financial institutions
require a borrower to have an account with that financial
institution before finalizing the terms of the credit transac-
tion (e.g., a loan or a line of credit). Although some lending
aggregator solutions allow a consumer to quickly receive
loan information, such solutions require that the consumer
provide personal information for marketing and advertising,
purposes (e.g., email address, phone number, home address).
These lending aggregator solutions also redirect the con-
sumer to a financial institution in order to sign up for an
account with that financial 1nstitutions 1n order to complete
the loan process. As such, these lending aggregator solutions
act as centralized gate keepers that provide quotes for loans
but do not allow the consumer to interact with a range of
financial institutions directly. These lending aggregator solu-
tions force financial istitutions to compete directly with one
another 1n a marketplace-type context initially, but then the
consumer must engage directly with one or more financial
istitutions via separate lines of communication 1n order to
acquire the final loan information and finalize terms of the
potential loan.

[0006] All current lending solutions require that financial
istitutions make an eflort to verily the identity, suitability,
and risks ivolved with maintaining a business relationship
with a consumer belfore providing loan information to a
consumer, potentially obtaining information from the con-
sumer that 1s unnecessary to the loan 1ssuance process.
Current financial institution lending services typically
require collateral of real assets denominated 1n fiat currency
to acquire a loan. No traditional financial institutions have
services oflering loans based on digital currency (crypto-
currency) as collateral, and non-traditional financial 1nstitu-
tions that do ofler these services limit such services to
fiat-based loans with cryptocurrency as collateral. Further-
more, these financial institutions require the borrower to
grant the financial institution with custody of their assets
before being considered for a loan. No solution currently
exists that gives a consumer the ability to leverage a multi-
signature, escrow wallet for cryptocurrency assets as a
means for acquiring a loan or line of credit.

[0007] Accordingly, there 1s a need for a system and
method for providing a decentralized exchange for credit
lending that overcomes the drawbacks recited above.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The following detailed description, given by way
of example and not intended to limit the present disclosure
solely thereto, will best be understood 1n conjunction with
the accompanying drawings 1n which:

[0009] FIG. 1 1s a block diagram of a system for providing
a decentralized exchange for credit lending according to the
present disclosure;

[0010] FIG. 2 1s a block diagram of a server system for
hosting an application program interface according to the
present disclosure;

[0011] FIG. 3 1s a flowchart of a first aspect of a method
for providing a decentralized exchange for credit lending
according to the present disclosure;

[0012] FIG. 4 1s a flowchart of a second aspect of a method
for providing a decentralized exchange for credit lending
according to the present disclosure; and
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[0013] FIG. 5 1s a flowchart of a method for use 1n
generating a self-sovereign identity-based user trust score
tor use with the system and method of the present disclosure.

DETAILED DESCRIPTION

[0014] In the present disclosure, like reference numbers
refer to like elements throughout the drawings, which illus-
trate various exemplary embodiments of the present disclo-
sure.

[0015] The system and method of the present disclosure
provides consumers with the ability to submuit loan requests
(ASKs) for various lending or credit products where the
ASK format includes reference to digital currency such as
bitcoin or other cryptocurrency assets as collateral. The
participating financial institutions (PFIs) receive these ASKs
and return acceptance, denial, or a conditional acceptance/
counteroifer to the ASK. The system and method of the
present disclosure employs Web 5 constructs such as decen-
tralized 1dentifiers (DIDs), DID communication protocols,
and seli-sovereign 1dentity (SSI) verifiable credentials
(VCs). On the consumer side, the use of these constructs
allows consumers to on-board and use their VCs to prove
their 1dentity when making ASKs to PFIs. On the financial
institution side, the use of these constructs allows PFIs to
on-board and use their VCs to prove their identity as a
business when making bids to other PFIs to sell loans or
when replying to consumer ASKs. PFIs can submit a BID
for selling loans to other PFIs or a BID offering loan terms
to consumers in the system and method of the present
disclosure. Consumers can also submit BIDs to sell their
loan position to other consumers matching a certain credit
profile.

[0016] The system and method of the present disclosure
may also provide a locking-scripting/multi-signature lock-
ing mechanism which provides a consumer with partial
self-custody of their collateral. This provides a form of
escrow that gives consumers continued custody of their
assets but also gives control of the fund movement to the PFI
when certain conditions are met (1.¢., 1f an expected payment
1s not made on-time, the PFI can unlock and access the
asset). Depending on the level of custody on the part of the
consumer, the loan terms can shift based on the risk to the
PFI. The system and method of the present disclosure also
provides consumers with the option to use their cryptocur-
rency (e.g., bitcoin or BTC) as collateral to purchase an
equivalent amount of additional cryptocurrency. For
example, i a consumer desires a cryptocurrency-backed
loan to purchase additional cryptocurrency, the consumer
could ASK to buy 0.5 BTC and offer 0.5 BTC as collateral
for the loan. The system and method of the present disclo-
sure also provides for a new data model for assessing credit
risk using information which 1s included 1n the consumer’s
SSI wallet that 1s processed to generate a trust score cre-
dential as discussed herein.

[0017] Referring now to FIG. 1, the system 100 may
include a personal device 110, a first PFI server 120 for
generating a remote decentralized web node, a second PFI
server 130 for generating a remote decentralized web node,
a third PFI server 140 for generating a remote decentralized
web node, an optional trust score server 150 for generating,
a trust score as discussed below, and a DID resolver server
160, which all are linked via an internet connection 170. The
three PFI servers 120, 130, 140 are merely representative of
the multiple PFIs that may elect to participate in the system.
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The system 100 can operate with only one PFI, but can
accommodate multiple PFIs. In addition, the personal device
110 1s representative of a single consumer making use of the
system, but 1n operation the system 100 1s available to any
number of consumers that wish to participate in the system.

[0018] The personal device 110 may be a mobile device or
other type of computing device (e.g., a personal computer or
other type ol computer server). The personal device 110
includes a processor 112 and a memory 114. The memory
114 1s a non-transitory computer-readable storage medium
such as hard disk drive used to hold application programs,
an operating system, and user data. A decentralized web
node (DWN) application programming interface (API) 116
and a user application (app) 118 are stored in the memory
114. The DWN API 116 operates to provide a local DWN
that has a secure storage area for user data, accessible via
DID-relative addressing. The user’s DWN acts as a seli-
sovereign 1dentity wallet, securely storing user information
that can be accessed only when the user provides access
thereto. The user app 118 provides a user interface and
functionality to manage credentials and app data stored 1n
the DWN, and iterfaces with other functionality of the
seli-sovereign 1dentity wallet. The user app 118 provides the
user with an interface used to generate a banking-related
transaction request (e.g., an ASK or a BID as discussed
herein) pursuant to the system and method of the present
disclosure. The user app 118 also provides credential func-
tions, DID functions, DID authentication, and context man-
agement. The user app 118 may also provide the user with
the ability to request a trust score for lending purposes, as
discussed below and to grant access to a subset of data stored
in the DWN necessary for determining the trust score.

[0019] The three PFI servers 120, 130, 140 each mclude a
processor 122, 132, 142 and a memory 124, 134, 144. The
memory 124, 134, 144 1s a non-transitory computer-readable
storage medium such as hard disk drive used to hold
application programs, an operating system, and user data.
The DWN API 126, 136, 146 provides a remote DWN that
has a secure storage area for data, accessible via DID-
relative addressing, under the control of the respective PFI
app 128, 138, 148 runming on the processor 122, 132, 142 of
the associated PFI server 120, 130, 140. The PFI apps 128,
138, 148 provide the respective PFIs to receive and respond
to the banking-related transaction requests and to initiate
banking-related transaction requests as well.

[0020] The trust score server 150 includes a processor 152
and a memory 154. The memory 154 1s a non-transitory
computer-readable storage medium such as hard disk drive
used to hold application programs, an operating system, and
user data. A trust score API 156 1s stored 1n memory 154.
The trust score API 156 operates as shown in the flowchart

400 1n FIG. 3 and discussed below.

[0021] The DID resolver server 160 includes a processor
162 and a memory 164. The memory 164 1s a non-transitory
computer-readable storage medium such as hard disk drive
used to hold application programs, an operating system, and
user data. A DID resolver API 166 1s stored in memory 164.
Under Web 3, the decentralized identifiers (or DIDs) are
self-generated and self-owned. The DID resolver functions
provided by the DID resolver API 166 are used to locate
DID documents associated with DIDs 1 an associated
distributed ledger (e.g., a blockchain). The DID resolver
server 160 operates according to the Web 5 model.
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[0022] Fach server and device discussed with respect to
FIG. 1 may correspond to or include a similar topology as
server 200 shown in FIG. 2. Server 200 1s preferably a
hardware-based computing system which includes one or
more central processing units 220, a network interface 230,
at least one hard disk (HD) 240, volatile memory 250, and
non-volatile memory 210. The non-volatile memory 210
may include a basic mput/output system (BIOS) used to
initiate a boot of the server 200. The HD 240 may be any
type ol non-volatile memory device (1.e., a non-transitory
computer-readable storage medium) used to hold an oper-
ating system for a computer-based system (and application
programs including APIs) and the term “hard disk™ as used
herein 1s intended to be broadly defined to include both
clectro-mechanical data storage devices and solid-state
drives. The HD 240 holds the programs (software applica-
tions ) which load into volatile memory 250 upon boot of the
operating system to provide the functionality of such pro-
grams, including the one or more of the APIs discussed
heremn. It 1s to be noted that the components are shown
schematically in greatly simplified form, with only those
components relevant to understanding of the embodiments
being 1illustrated. The various components (that are identi-
fied m the FIG. 2) are 1llustrated and the arrangement of the
components 1s presented for purposes of 1llustration only. It
1s to be noted that other arrangements with more or less
components are possible without departing from the teach-
ings of the system and method presented herein. In one
presently preferred embodiment, server 200 comprises a
computing system adapted to run a secure version of the
Microsolt Windows® operating system or a secure Linux
distribution.

[0023] The system and method of the present mmvention
provides an open, decentralized financial system that allows
banking transactions to occur globally, securely, and at
significantly lower cost than traditional financial systems.

[0024] Decentralized identifiers (DIDs) are an identifier
defined under Web 5 that enable verifiable, decentralized
digital identity. A DID may refer to any subject determined
by the controller of the DID. DIDs are decoupled from
centralized registries, 1dentity providers, and certificate
authorities. Under Web 5, the owner of a DID may prove
control over 1t without requiring permission from any other
party. DIDs are uniform resource identifiers (URIs) that
associate a DID subject with a DID document, allowing
trustworthy interactions associated with that subject. DID
documents are a metadata file that contains two primary data
clements, cryptographic material that the DID owner may
use to prove control over the associated DID (i.e., public
keys and digital signatures), and routing endpoints for
locations where one may be able to contact or exchange data
with the DID owner (e.g., a decentralized web node that acts
as a personal data storage and relay node). Verifiable cre-
dentials (VCs) provide a standard way to express credentials
across the digital world 1n a way that 1s cryptographically
secure, privacy respecting, and machine verifiable.

[0025] Decentralized web nodes are a data storage and
message relay mechamsm entities can use to locate public or
permissioned private data related to a given DID. Decen-
tralized web nodes have a mesh-like datastore construction
that enable an owning entity to secure, manage, and transact
their data with others without reliance on location or pro-
vider-specific infrastructure, interfaces, or routing mecha-
nisms.
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[0026] An ssuer 1s the source of a VC. Both organizations
and 1ndividuals (by means of their wallet) can be an issuer.
Wallets act as agents for individuals or institutions by
facilitating exchanges with PFIs. More specifically, a wallet
provides secure encrypted storage for VCs, PFI discovery by
crawling decentralized web nodes, receiving, oflering, and
presenting VCs, applying digital signatures, and storing
transaction history. Wallet developers provide features and
functionality that yield a desired user experience. Wallets
typically include portability to allow seamlessly movement
of credentials to another wallet and operate on a consent
basis, always requesting consent before presenting VCs to
other parties.

[0027] Participating Financial Institutions (PFIs) are enti-
ties that offer lending services in the system. Each PFI 1s
identified via DIDs and VCs. PFIs can be, but are not limited
to, fintech companies, regional banks, large institutional
banks, or other financial institutions. While PFIs may be
subject to varying rules and regulations for fiat currency
payments, depending on their specific jurisdiction, they will
need to collect some personally identifiable information
(PII) from the owners of wallets 1n order to meet regulatory
requirements. No PII i1s mcluded in the user’s ASK 1tself,

only a description of the type of PII that can be provided

should the PFI choose to accept the ASK. When a PFI
receives an ASK from a wallet, 1t will decide 1f 1t wants to
offer a bid based on the details of the ASK. PFIs will run
decentralized web nodes that facilitate the reception of
ASKs and transmission of BIDs. These PFI decentralized
web nodes are similar to wallets and will rely on the same
underlying structure.

[0028] The core messaging has two aspects, a first part 1n
which a wallet broadcasts an ASK defining a request for a
financial transaction (e.g., a loan based on digital currency
collateral) and a second part 1n which point-to-point secure
communications occur between the wallet and a PFI 1n
which the data necessary to negotiate and execute a pro-
posed loan transaction 1s exchanged.

[0029] For wallets to mitiate loan transaction requests, the
existence of the potential PFI counterparty DIDs must be
known. A list of potential PFI counterparty DIDs may be
obtained in various ways. A wallet provider may provide
such a list. Individuals identily entities for inclusion on their
lists of desired counterparties on their own. The wallet may
include functionality to crawl a wider DID directory space
to 1dentily potential PFI counterparty DIDs.

[0030] In order to conduct the loan transaction processing
of the system and method of the present disclosure, the users
(wallet owners) and the PFIs must possess DIDs and must
have decentralized web nodes linked to their DIDs. In
addition, the users must be able to, via their wallets, 1dentity
possible counterparty PFIs. Finally, the users must be able to
acquire any VCs that PFIs are likely to request as part of the
process. This functionality 1s built into the wallet functions

provided via the user app 118, for example.

[0031] Referring now to the flowchart 300 of FIG. 3, a
method for a decentralized loan transaction 1s described.
First, the self-sovereign 1identity wallet identifies the DIDs of
PFIs available to make loan transactions, as described
above, at step 310. Next, a user initiates a request for a loan
secured by an amount of cryptocurrency at step 320. This 1s
preferably done via user app 118. The user app 118 generates
a semantic ASK message that 1s encoded with the loan
request parameters (e.g., amount of loan and amount of

-
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digital currency collateral) at step 330. The user app 118 then
forwards the ASK to some or all of the available PFIs, via
the associated DID, at step 340. The ASK 1s received at the
decentralized web node of the associated PFI for all of the
PFlIs, and processed/evaluated by the PFI. Any interested
PFI will respond with a BID at step 350. The BID will
provide proposed loan terms and specily the information
required from the user to respond to the bid. The user will
then select a BID among the various BIDS received and
provide the requested credentials (VC) to the PFI associated
with the selected BID at step 360. The PFI will verity the
credentials and provide a final BID to the user at step 370.
In some cases, the credentials may include a trust score
calculated via the method of flowchart 500. The user may
clect to accept the final BID and provide the PFI with access
to the loan collateral at step 380. This access 1s preferably
via a locking-scripting/multi-signature locking mechanmism
which provides a consumer with partial self-custody of their
collateral. Once the PFI has a level of control over the loan
collateral (e.g., digital currency such as bitcoin), the PFI
releases the loan tunds 1n fiat money to the user at step 390.

[0032] The method of the flowchart 300 explains how a
consumer can conduct a loan transaction that 1s secured via
a digital currency using the system and method of the
present disclosure. In a further embodiment, additional types
of transactions may also be conducted. A PFI may submit a
BID for selling a secured loan to another PFI or offer terms
to consumers. A consumer can transfer their loan position to
another consumer.

[0033] Referring now to FIG. 4, a flowchart 400 1s shown
of a method that addresses financial transactions between
two parties, a first party and a second party. The first party
may be a consumer or a PFI that imitiates a transaction
request and the second party may be a consumer or a PFI that
responds to the transaction request. First, the DIDs of parties
available for financial transactions are 1dentified, at step 410.
This can be done 1n a similar manner as in the method of
Howchart 300, but with a broader reach to both PFIs and
willing consumers. Next, a first party initiates a request for
a financial transaction at step 420. This 1s preferably done
via the user app 118 when the first party 1s a consumer or via
the PFI app 128 (or 138, 148) when the first party 1s a PFI.
The user app 118 (or, e.g., PF1 app 128) generates a semantic
ASK message that 1s encoded with the loan request param-
cters (e.g., amount of loan and amount of cryptocurrency
collateral) at step 430. The user app 118 (or, e.g., PFI app
128) then forwards the ASK to some or all of the available
parties (PFIs or consumers or both), via an associated DID,
at step 440. The ASK 1s recerved at the decentralized web
node of the associated PFI or consumer for all of the PFIs
and consumers, and processed/evaluated by the PFI and/or
consumer. Any interested PFI or consumer will respond with
a BID at step 450. The BID will provide proposed terms for
the particular financial transaction and specily the informa-
tion required from the user to respond to the bid. The first
party will then select a BID among the various BIDS
received and provide the requested credentials (VC) to the
PFI or consumer (the second party) associated with the
selected BID at step 460. The second party will verily the
credentials and provide a final BID to the first party at step
4'70. In some cases, the credentials may include a trust score
calculated via the method of flowchart 500. The first party
may elect to accept the final BID and provide the second
party with access to the loan collateral at step 480. This
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access 15 preferably via a locking-scripting/multi-signature
locking mechanism which provides a consumer with partial
self-custody of their collateral. Once the second party has a
level of control over the loan collateral (e.g., cryptocurrency
such as bitcoin), the second party completes the financial
transaction at step 490.

[0034] Referring now to the flowchart 500 of FIG. 5, 1n
operation, a user may request a trust score for lending
purposes at step 510. The user may respond to a lending
offer provided via an email, a text message, a website, or
provider app. Alternatively, the user app 118 may provide
the user with the ability to request the trust score. The user
next grants access to personally identifiable information of
the user stored in the user’s decentralized web node at step
520. In some cases, the user may have both a local and
remote decentralized web node, but for ease of understand-
ing the remote node 1s not shown 1 FIG. 1. Typically, this
grant will be limited to only that part of the personally
identifiable information that 1s relevant to establishing the
user’s credit worthiness. The trust score API next accesses
the user’s personally 1dentifiable information at step 530 and
processes the accessed information to calculate a trust score
at step 540. The user’s personally identifiable information 1s
preferably received 1n encrypted form at the trust score API
and 1s erased once the trust score 1s calculated. In an
alternative embodiment, the user’s personally identifiable
information 1s analyzed via homomorphic encryption 1n
order to better sateguard that information. The value of the
trust score may be calculated based on income, assets, and
payment history 1n a manner similar to a conventional credit
score. Once the trust score 1s calculated, 1t 1s provided to the
user at step 550 for storage 1n the user’s decentralized web
node. The trust score 1s preferably formatted as a verifiable
credential of the user.

[0035] Web 5 provides a new 1dentity layer for the Web to
enable decentralized apps and protocols that 1s imntended to
empower individuals with self-owned 1dentity and control
over their personally identifiable information. The trust
score of the present disclosure 1s a data profile that 1s based
on some or all the following data about the user: state-1ssued
identity docs, in-store/online purchase history, bill pay his-
tory, address, phone, email, debt payment history, mortgage
activity, credit card activity, loan activity, income, pay stubs,
etc. The trust score can be based on any information that can
be leveraged to properly assess a consumer’s worthiness for
trust 1n context.

[0036] The system and method of the present disclosure
provides an entirely new system of managing 1dentity infor-
mation based on Web 5 constructs including Decentralized
Web Nodes (DWNs) and Self-Sovereign Identity (SSI)
Verifiable Credentials (VCs). Consumers using the system
and method of the present disclosure will be assured that no
copies ol their personal i1dentifiable information will exist
anywhere 1n random servers throughout the internet based
on the use of this system.

[0037] Although the present disclosure has been particu-
larly shown and described with reference to the preferred
embodiments and various aspects thereot, it will be appre-
ciated by those of ordinary skill in the art that various
changes and modifications may be made without departing
from the spirit and scope of the disclosure. It 1s intended that
the appended claims be interpreted as including the embodi-
ments described herein, the alternatives mentioned above,
and all equivalents thereto.
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What 1s claimed 1s:

1. A method of performing a financial transaction, com-
prising:

requesting, via an application running on a first server, a

financial transaction secured by collateral of a first
party 1n a form of digital currency;

generating, by the application running on the first server,

a semantic ASK message encoded with parameters
defining the requested financial transaction;

sending, by the application running on the first server, the

semantic ASK message to one or more second parties
via a decentralized web node thereof;

receiving, by the application running on the first server, a

BID message from at least one of the one or more
second parties defining proposed terms {for the
requested financial transaction;
forwarding, by the application running on the first server,
credentials for the first party from a decentralized web
node of the first party, the credentials defined 1n the
BID message; and

providing, by the application running on the first server,
access to the collateral of the first party to the second
party upon receipt of confirmation of the financial
transaction from the second party.

2. The method of claim 1, wherein the financial transac-
tion 1s a loan of fiat money.

3. The method of claim 1, wherein the decentralized web
node of the first party 1s provided via a decentralized web
node application programming interface running on a pro-
cessor at a server associated with the first party.

4. The method of claim 1, wherein the decentralized web
node of the first party 1s identified by a decentralized
identifier associated with the first party.

5. The method of claim 4, wherein the decentralized
identifier associated with the first party 1s obtained via a
decentralized identifier resolver application programming
interface running on an associated processor of a decentral-
ized 1dentifier resolver server.

6. The method of claim 1, wherein the decentralized web
node of the second party 1s provided via a decentralized web
node application programming interface running on a pro-
cessor at a server associated with the second party.

7. The method of claim 1, wherein the decentralized web
node of the second party 1s i1dentified by a decentralized
identifier associated with the second party.

8. The method of claim 7, wherein the decentralized
identifier associated with the second party 1s obtained via a
decentralized identifier resolver application programming
interface running on an associated processor of a decentral-
1zed 1dentifier resolver server.

9. The method of claim 1, wherein the first party 1s a
consumer.

10. The method of claim 7, wherein each of the one or
more second parties 1s a participating financial institution.
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11. A system for performing a financial transaction, com-
prising:

a first server having a processor and a non-transitory
computer-readable storage medium, the non-transitory
computer-readable storage medium having executable
instructions for an application, which when executed,
cause the processor to perform the following opera-
tions:

requesting a financial transaction secured by collateral of
a first party i a form of digital currency;

generating a semantic ASK message encoded with param-
cters defining the requested financial transaction;

sending the semantic ASK message to one or more second
parties via a decentralized web node thereof;

receiving a BID message from at least one of the one or
more second parties defining proposed terms for the
requested financial transaction;

forwarding credentials for the first party from a decen-
tralized web node of the first party, the credentials
defined 1n the BID message; and

providing access to the collateral of the first party to the
second party upon receipt of confirmation of the finan-
cial transaction from the second party.

12. The system of claim 11, wherein the financial trans-

action 1s a loan of fiat money.

13. The system of claim 11, wherein the decentralized
web node of the first party 1s provided via a decentralized
web node application programming interface running on a
processor at a server associated with the first party.

14. The system of claim 11, wherein the decentralized
web node of the first party 1s identified by a decentralized
identifier associated with the first party.

15. The system of claam 14, wherein the decentralized
identifier associated with the first party 1s obtained via a
decentralized identifier resolver application programming
interface running on an associated processor of a decentral-
1zed 1dentifier resolver server.

16. The system of claim 11, wherein the decentralized
web node of the second party 1s provided via a decentralized
web node application programming interface running on a
processor at a server associated with the second party.

17. The system of claim 11, wherein the decentralized
web node of the second party 1s 1dentified by a decentralized
identifier associated with the second party.

18. The system of claam 17, wherein the decentralized
identifier associated with the second party 1s obtained via a
decentralized identifier resolver application programming
interface running on an associated processor of a decentral-
1zed 1dentifier resolver server.

19. The system of claim 11, wherein the first party 1s a
consumer.

20. The system of claim 17, wherein each of the one or
more second parties 1s a participating financial 1nstitution.
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