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INTERFACES AND TECHNIQUES FOR
SECURE TRANSACTION FUNDING

BACKGROUND

Buy now and pay later 1s a widely popular option with
merchants and consumers. The concept 1s that a third-party
service provider extends credit to a consumer desiring to
make a purchase in a store of the merchant. An accepted
consumer 1s given immediately credit and the third-party
service provider pays the merchant in full for the customer’s
purchase. The risk associated with the consumer not paying,
back the terms of the loan are absorbed by the third-party
service provider and the merchant 1s paid immediately.

However, service providers and merchants have signifi-
cant obstacles to overcome. Profit margins are tight for
merchants doing business in a competitive market space and
the merchants are forced to incur significant fees by way of
reduced product prices to use the service providers. The
service providers typically have slow loan processing in
cllorts to minimize their risks and reduce costs with limited
underwriting resources. Furthermore, consumers must avail
themselves to this payment option at specific locations
within a merchant store and as a result, there 1s limited
availability within a merchant store for a consumer to access
this option.

Some of the service providers are startups that are oper-
ating at a loss even though these providers essentially charge
consumers upwards of a 30% Annual Percentage Yield
(APY) and take an afliliate/referral commission on the sale
from the merchant. The commissions typically range
between 6-10% depending on the partnership between the
service providers and each merchant. These commissions
directly eat into the slim profit margins of the merchants, but
they justily the hefty commissions on the belief that they
may not have made a sale absent this option to their
consumers.

SUMMARY

In various embodiments, a system and methods for inter-
faces and techniques for secure transaction funding are
provided.

According to an embodiment, a method for providing an
interface and a technique for secure transaction funding is
presented. A payment option 1s integrated into a transaction
interface during a payment process for a transaction of a
consumer and a screen 1s rendered within the transaction
interface to collect consumer information from the con-
sumer. The consumer information and a payment amount for
the transaction 1s provided to a financial institution (FI)
server. Terms of a loan associated with providing the pay-
ment amount for the transaction during the payment process
of the transaction interface are receirved from the FI server.
A second screen 1s rendered within the transaction interface
to present the terms for an acceptance. A smart contract 1s
generated on a blockchain for the loan between the con-
sumer and a FI associated with the FI server causing funds
associated with the payment amount to be transferred from
a FI digital wallet to a retailer wallet for a retailer associated
with the transaction and further causing the payment process
to conclude within the transaction interface.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram of a system for interfaces and
techniques for secure transaction funding, according to an
example embodiment.
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FIG. 2 1s a diagram of a method for providing interface
and a technique for secure transaction funding, according to
an example embodiment.

FIG. 3 1s a diagram of another method for providing an
interface and a technique for secure transaction funding,
according to an example embodiment.

DETAILED DESCRIPTION

FIG. 1 1s a diagram of a system/platform 100 for inter-
faces and techniques for secure transaction funding, accord-
ing to an example embodiment. It 1s to be noted that the
components are shown schematically 1in greatly simplified
form, with only those components relevant to understanding
of the embodiments being illustrated.

Furthermore, the various components (that are 1dentified
in system/plattorm 100) are illustrated and the arrangement
of the components are presented for purposes of illustration
only. It 1s to be noted that other arrangements with more or
less components are possible without departing from the
teachings of interfaces and techniques for secure transaction
funding, presented herein and below.

System/platform 100 (herein after just “system 1007)
provides a processing environment by which contracts (e.g.,
loans) are automatically created, tracked, and managed via
Blockchain (BC). The loans themselves linked to the initial
funding sources within the BC and terms of the loan within
the BC can automatically transier funds from the borrowers
to the lenders via digital wallets. The BC 1s accessed via
digital wallets of the parties associated with 1nitiation of the
loan (retailer being paid, consumer taking a loan, and lender
providing the loan) and continuing parties bound to the
contract after imtiation (lender and consumer (borrower)).
Portions of the BC (associated with terms requiring a
funding source or payments) also comprise programs that
are automatically processed, such that a borrower when
accessing the contract term associated with making a pay-
ment can provide the funds associated with payment via a
wallet 1dentifier and a cryptographic token (included in the
borrower’s wallet) and the funds are automatically trans-
ferred to a lender wallet via the BC (e.g. such as using an
Ethereum®-based BC that supports smart contracts). The
value associated with funding the contract and/or payments

can include a cryptocurrency or a stable cryptographic token
that 1s directly linked and tracked to the U.S. dollar, such as
United States Dollar Coin (USDC). Current government
regulations prevent many financial institutions from utiliz-
ing cryptocurrency but since the USDC 1s not technically a
cryptocurrency and tracks directly to the U.S. dollar, these
istitutions can extend loans of contracts to consumers
without directly purchasing and selling cryptocurrencies
while still utilizing BC technology 1n the various manners
discussed herein and below.

Application Programming Interfaces (API) are processed
by the parties to access the contract utilizing their wallet
identifiers associated with their loan obligations of the
contract and a contract 1dentifier/address on the BC. Again,
funds can be linked to U.S. dollars (via accounts i1dentified
in the wallet) and/or linked to cryptocurrencies. A contract
managed on the BC can also handle fund transiers associ-
ated with mixed currencies, such as U.S. dollars to crypto-
currency, U.S. dollars to a foreign currency, or any combi-
nation of mixed funds transfers.

As used herein, the terms “customer,” “consumer,” “and/
or “borrower” may be used interchangeably and synony-

- 1
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mously herein and below. This refers to an individual that
has 1s requesting a loan for purposes of paying for purchases
at a retailer.

Use of the terms “retailer” and/or “merchant” may be
used interchangeably and synonymously herein and below.
This refers to an entity that has 1s being paid by a financial
istitution to satisly a payment required of a consumer
during a transaction at a store (in-person or online) of the
retailer/merchant.

Furthermore, use of the terms “lender,” “bank,” “financial
mstitution (“FI”),” and/or “creditor” may be used inter-
changeably and synonymously herein and below. This refers
to an entity that 1s extending a loan to a consumer and
supplying a payment required of the consumer during a
transaction at a store to the associated retailer.

Use of the term “party” 1s dependent upon the context 1n
which the term 1s used and may refer to either the lender, the
borrower, or the retailer.

System 100 comprises a cloud/server 110, transaction
terminals 120, retail servers 130, FI servers 140, user-
operated devices 150 (hereinafter just “device 1507 or “user
device 150”), a BC 160, and a cryptographic (“crypto”)
exchange server 170.

Cloud/Server 110 comprises at least one processor 111
and a non-transitory computer-readable storage medium
112. Medium 112 comprises executable instructions for an
account manager 113, a retaill manager 114, a BC API 115,
and wallet manager 116 (optional). The executable mnstruc-
tions when provided to and executed by processor 111 from
medium 112 cause processor 111 to perform the processing
discussed herein and below for 113-116.

Each transaction terminal 120 (heremafter just “terminal
120”) comprises at least one processor 121 and a non-
transitory computer-readable storage medium 122. Medium
122 comprises executable instructions for a transaction
manager 123 and a cloud/server API 124. The executable
instructions when provided to and executed by processor
121 from medium 122 cause processor 121 to perform the
processing discussed herein and below for 123-124.

Each retail server 130 comprises at least one processor
131 and a non-transitory computer-readable storage medium
132. Medium 132 comprises executable instructions for a
transaction manager 133, a cloud/server API 134, and a
digital wallet 135. The executable instructions when pro-

vided to and executed by processor 131 from medium 132
cause processor 131 to perform the processing discussed
herein and below for 133-135.

Each FI server 140 comprises at least one processor 141
and a non-transitory computer-readable storage medium
142. Medium 142 comprises executable nstructions for a an
account manager 143, a BC API 144, a cloud/server API
145, and a digital wallet 146. The executable instructions
when provided to and executed by processor 141 from
medium 142 cause processor 141 to perform the processing
discussed herein and below for 143-146.

Each user device 150 comprises at least one processor 151
and a non-transitory computer-readable storage medium
152. Medium 152 comprises executable instructions for a
BC API 153, a cloud/server API 154, and a digital wallet
155. The executable instructions when provided to and
executed by processor 151 from medium 152 cause proces-

sor 151 to perform the processing discussed herein and
below for 153-155.
BC Network 160 (herein after just “BC 160”) 1s distrib-

uted over a variety of devices that participate in the BC 160.
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BC 160 may be a public BC, or a private BC associated with
the cloud/server 110, retailer servers 130, and/or FI servers
140.

Crypto exchange server 130 comprises a cryptographic
service (exchange service) for redeeming, purchasing, and/
or converting between cryptographic currencies and gov-
ernment-issued currencies. At any given point in time the
exchange service provides an exchange value for converting
between different types of currencies.

A variety of operational scenarios for system 100 i1s now
presented.

Initially, consumers, retailers 130, and FIs 140 register
with cloud/server 110 via APIs 154, 134, and 145 to wallet
manager 116 for purposes of registering digital wallets 155,
135, and 146. It 1s to be noted that a first time a consumer
1s obtaining a loan as payment, digital wallet 155 for the
consumer may be obtained and registered.

During a checkout with a retailer 1n a retail store, a
consumer 1s either preforming a selif-checkout at a Seli-
Service Terminal (SST) 120 or 1s being assisted with check-
out by a cashier at a cashier operating a Point-Of-Sale (POS)
terminal 120. Transaction manager 123 utilizing a transac-
tion 1interface requests payment for the transaction. The
transaction interface 1s modified to provide an option for the
consumer to “buy now and pay later” offered by cloud/server
110 to both the consumer and the retailer. When the buy now
and pay later option 1s selected, API 124 1s imitiated and
makes a call to retailer manager 114.

Retail manager 114 provides one or more interface
screens back to API 124 for presentation to the consumer to
gather some 1nitial qualifying information from the con-
sumer and for purposes of accessing a risk associated with
a FI providing a loan to the consumer to pay for the
transaction. The consumer enters the personal loan informa-
tion (including identifying information of the consumer) into
the interface, and API 124 returns to retaill manager 114
along with the amount being requested for the transaction
payment.

Retail manager 114 contacts cloud/server API 145 of FI
server 140 with the personal information, retailer identifier
for the retailer associated with terminal 120, and the trans-
action amount due as payment by the consumer at terminal
120. API 145 interacts with internal underwriting services
and account manager 143 of FI server 140. If additional
information 1s required of the consumer by the FI, such
services may text message and/or call the consumer using
the consumer 1dentifying information provided in the private
information. Assuming the FI’s underwriting approves the
loan request, the loan terms and available loan options are
sent back to retail manager 114 using API 145. Retail
manager 114 interacts with API 124 to cause the transaction
interface of transaction manager 123 to present the loan
terms and loan options for acceptance of the consumer. For
example, the loan terms and loan options associated with
$500 needed to pay for the consumer transaction with the
retailer may be 4 payments of $125 over 4 months, 6
payments of $83.33 over 6 months or 12 months, or $41.67
over 1 year.

Consumer acceptance ol a particular available option
(note there may be just 1 option such that the consumer has
no choice 1 accepted) 1s communicated back from API 124
to retaill manager 114.

Account manager 113 uses BC API 115 to create a smart
contract on BC 160 with a registered wallet identifier
associated with the FI 140 and a registered wallet 1dentifier
of the consumer. An address associated with the smart

contract 1s returned from BC 160 to BC API 115. Account
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manager 113 creates a new account or a sub account under
an existing account for the FI institution, which 1s associated
with the loan and a wallet i1dentifier of the FI. The loan
address on the BC 160 1s then provided by account manager
113 to the FI via API 145 and to the consumer via API 124
tor displaying within the transaction mterface and capturing
by a camera of user device 150 by the consumer ofl a display
of terminal 120. Optionally or alternatively, the contract
address on the BC 160 1s sent directly to user device 150 as
a text message utilizing consumer-provided identifying/
contact information associated with the private information
originally provided by the consumer to apply for the loan.

Upon creation of the contract in the BC 160, account
manager 113 supplied wallet identifiers for the FI, the
consumer, and the retailer such that when the BC 160 creates
the contract on the BC 160 funds used from digital wallet
146 for payment of the transaction are transferred from the
digital wallet 146 of the FI to the digital wallet 135 of the
retailer. Upon notice of payment, transaction manager 133
notifies transaction manager 123 of terminal 120 that the
consumer has paid, and the transaction has successiully
completed. The BC-maintained records for the contract
automatically updates to record and retlect the transier of the
funds between the wallets, such that the history 1s main-
tained for auditing.

In an embodiment, a FI may create a single generic
funding contract within the BC 160 with digital wallet 146
with generic terms and a registered source of funds from
wallet 146. As new loans are created by account manager
113 on the BC 160 for the FI, these new loans become some
contracts and are associated as a hierarchical relationship
within the BC 160 based on their addresses (such as parent-
chuld relationships). In this manner, the FI can utilize API

144 with the generic contract address and obtain records
associated with each subcontract off the BC 160 or utilize a
specific subcontract address via BC API 144 and obtain the
terms and records associated with just that subcontract. This
permits an investment pool of money to be pre-purchased as
cryptocurrency or an ERC20 USDC (Ethereum® token) and
stored 1n digital wallet 146. As consumers accept loans, the
cryptocurrency of USDC token are transferred out of wallet
146 and into wallet 135 by the BC 160.

When a consumer 1s making a payment in accordance
with the terms of the loan, the consumer can either utilize an
application or an interface provided by the FI to make such
a payment or can utilize API 154 to provide the cryptocur-
rency or a USDC token from wallet 155 to account manager
113, which then access the BC 160 and provides the funding
source token, amount, and wallet identifier for wallet 155
utilizing the contract address and BC API 115, causing the
payment funds to be transferred from wallet 155 to wallet
146. Again, transier of the payment funds are recorded and
noted on the BC 160 for auditing and account history.

The above-referenced discussion also works when the
consumer 1s making a purchase online through an on-line
interface provided by transaction manager 133 of retail
server 130. The manner in which the on-line interface’s
worktlow 1s modified to provide the loan option and the loan
gathering and acceptance screens to the consumer 1s similar
to what was discussed above for the in-store consumer
purchase utilizing cloud/server API 134 and transaction
manager 133 rather than transaction manager 123 and cloud/
server APl 124.

In an embodiment, the digital wallets 146 of the FIs are
held by and managed by wallet manager 116 on behalf of the
FI, such that the FI does not actively participate in any
cryptocurrency operations. Here, wallet manager 116 may
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utilize exchange server 170 to purchase USDC tokens and to
exchange between cryptocurrencies used by the consumer
and US dollar equivalents. When payments are made by the
consumer, wallet manager 116 transters only U.S. dollars to
a designated account of the FI. The BC 160 provides the
necessary auditing required of the FI and can be retrieved for
compliance purposes at any time by the FI using BC API 144
from BC 160.

Account manager 113 maintains the loan addresses gen-
cerated on the BC 160 as well as the registered wallet

identifiers for wallets 155, 146 (which may be maintained on
cloud/server 160 as discussed above), and 135. Thus, cloud/

server APIs 153, 145, and/or 134 may also be used by the
consumer, the FI, and the retailer utilizing a registered
identifier for the consumer, the FI, and the retailer for
accessing the records and history of a given loan from the
BC 160 without the consumer, the FI, or the retailer having
to provide the loan address on the BC 160. This provides an
assurance to the parties that should a loan address be lost; 1t
1s still accessible on the BC 160 and available from cloud/
server 110. Account manager 113 may provide other ser-
vices through registered accounts of the parties, such as
display loans and loan addresses on the BC 160 upon login
to cloud/server 110 or 1n the case of retailer displaying
transaction payments made via the blockchain 160 1n con-
nection with loans upon login. Loans and loan payments
may be browsed by the FI through API 145 and account
manager 113 hierarchically based on their relationships to
one another, by date, by consumer, by retailer paid, etc.

In an embodiment, an investor associated with funding a
pool of Tunds within a given FI’s wallet 145 may further be
provided the loan address by the FI or authorized by the FI
to obtain the address via cloud/server 110 by the FI. So, the
investor or investors can access the loan and sub-loans,
terms, records, and history via the BC 160 either directly
through theirr own BC API on their devices or through a
registered account with cloud/server 110.

In an embodiment, cloud/server 110 maintains 1ts own
digital wallet 155 from which fees associated with buy now
and pay later transactions can be collected from one or more
of the parties automatically from their wallets 155, 146,
and/or 135. In an embodiment, the fee payment and fee
schedule can be embedded 1n terms of the contracts created
by account manager 113 when the loans are created on the
BC 160 such that they are collected and transferred auto-
matically 1n performance of the terms of the loans from the
appropriate parties wallets 155, 146, and/or 135.

Thus, any of the parties consumer, FI, retailer, and cloud/
server can access the BC 160 at any time for purposes of
retrieving the current history and records associated with a
given loan utilizing APIs 153, 154, 144, 145, 134, 135,
and/or 115.

System 100 provides a mechamisms by which third-party
service provider fees for buy now and pay later options can
be eliminated or substantially reduced. There 1s little to no
ongoing cost associated with maintaining and servicing the
loans as there 1s with third-party providers. The loans are
created, and payments made to retailers 1n near real time and
are accessible to consumers through enhanced online trans-
action interfaces and enhanced terminal transaction inter-
faces. Thus, accessibility 1s greatly improved over existing
third-party provider offerings. Risks associated with repay-
ment of the loans are bore by the FI and not by cloud/server
110. Retailers do not have to worry about lost sales because
customers can obtain loans and the retailers payment during
the transactions with the retailers utilizing existing hardware
and software interfaces of the retailers that require minimal
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integration effort and no ongoing maintenance costs. Retail
stall and special service desks to obtain buy now and pay
later options for customers can be eliminated with system
100.

The above-referenced embodiments and other embodi-
ments are now discussed within FIGS. 2-3.

FIG. 2 1s a diagram of a method 200 for providing an
interface and a technique for secure transaction funding,
according to an example embodiment. The software
module(s) that implements the method 200 is referred to as
a “transaction payment facilitation manager.” The transac-
tion payment facilitation manager 1s implemented as execut-
able 1nstructions programmed and residing within memory
and/or a non-transitory computer-readable (processor-read-
able) storage medium and executed by one or more proces-
sors of one or more devices. The processor(s) of the device
that executes the transaction payment facilitation manager
are specifically configured and programmed to process the
transaction payment facilitation manager. The transaction
payment facilitation manager may have access to one or
more network connections during i1ts processing. The net-
work connections can be wired, wireless, or a combination
of wired and wireless.

In an embodiment, the device that executes the transac-
tion payment facilitation manager 1s cloud 110. Cloud 110
comprises a plurality of servers logically cooperating and
accessible as a single server 110 (cloud 110).

In an embodiment, the device that executes the transac-
tion payment facilitation manager 1s a server 110.

In an embodiment, the transaction payment facilitation
manager 1s all or some combination of 113, 114, 115, and/or
116.

At 210, the transaction payment facilitation manager
integrates a payment option into a transaction interface
during a payment processing for a workiflow of a transaction
being performed by or on behalf of a consumer with a
retailer (on-line or in-store).

At 220, the transaction payment facilitation manager
renders a screen within the transaction interface to collect
consumer information from the consumer.

In an embodiment, at 221, the transaction payment facili-
tation manager provides the screen through an API 134
(online) or 124 (at a transaction terminal).

At 230, the transaction payment facilitation manager
provides the consumer information and a payment amount
for the transaction to a FI server 140.

At 240, the transaction payment facilitation manager
receives terms of a loan associated with providing the
payment amount for the transaction during the payment
processing of the transaction interface from the FI server
140.

At 250, the transaction payment facilitation manager
renders a second screen within the transaction interface to
present the terms for acceptance to the consumer during the
transaction.

At 260, the transaction payment facilitation manager
generates a smart contract on a BC 160 between the con-
sumer and a FI associated with the FI server 140. This causes
funds associated with the payment amount to be transferred
from a FI digital wallet 146 to a retailer wallet 135 associ-
ated with the transaction and further causes the payment
processing to conclude within the transaction interface.

In an embodiment, at 261, the transaction payment facili-

tation manager receives a loan address for the loan from the
BC 160 and provides the loan address on the BC 160 to the

Fl server 140.
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In an embodiment of 261 and at 262, the transaction
payment facilitation manager provides the loan address to
the transaction interface for capturing by a mobile device
operated by the consumer or provides the loan address to a
mobile device registered to the consumer.

In an embodiment, at 270, the transaction payment facili-
tation manager identifies a login from the consumer. The
transaction payment facilitation manager identifies a loan
address for the loan linked to the consumer. The transaction
payment facilitation manager receives an authorization to
make a loan payment in accordance with the terms from the
consumer. Finally, the transaction payment facilitation man-
ager provides a consumer wallet identifier for a consumer
digital wallet 155 and an amount of a currency type in a
consumer-provided amount to be transferred from the con-
sumer digital wallet 155 to the FI digital wallet 146.

In an embodiment of 270 and at 271, the transaction
payment facilitation manager converts the consumer-pro-
vided amount 1n the currency type with a currency exchange
server 170 1nto a government-issued currency of a govern-
ment-1ssued amount 1nto an mtermediary digital wallet and
provides an mtermediary wallet 1dentifier for the interme-
diate digital wallet 1n the government-issued currency and
the government-1ssued amount to the BC 160 for transier to
the FI digital wallet 146.

In an embodiment, at 280, the transaction payment facili-
tation manager maintains the FI digital wallet on behalt of
the FI and external to the FI server 140.

In an embodiment of 280 and at 281, the transaction
payment facilitation manager converts a consumer-provided
amount 1n a currency type with a currency exchange server
170 1mnto a government-issued currency of a government-
1ssued currency amount within the FI digital wallet 146.

In an embodiment, at 290, the transaction payment facili-
tation manager provides a loan address for the loan that 1s
returned from the BC 160 to the FI server 140.

In an embodiment, at 291, the transaction payment facili-
tation manager provides a loan address for the loan that 1s
returned from the BC 160 to the transaction interface or to
a mobile device (user device) 120 registered to the con-
SUMmet.

In an embodiment, at 292, the transaction payment facili-
tation manager maintains an association between the FI and
the loan with a plurality of other loans of the FI processed
through the transaction payment facilitation manager.

In an embodiment of 292 and at 293, the transaction
payment facilitation manager detects a login from an
account associated with the FI and presents on a home scree
the loan, the other loans, and a current balance of the FI
digital wallet 146.

FIG. 3 1s a diagram of another method 300 for providing
an 1nterface and a technique for secure transaction funding,
according to an example embodiment. The software
module(s) that implements the method 300 1s referred to as
a “BC smart contract manager.” The BC smart contract
manager 1s 1mplemented as executable instructions pro-
grammed and residing within memory and/or a non-transi-
tory computer-readable (processor-readable) storage
medium and executed by one or more processors of a device.
The processors that execute the BC smart contract manager
are specifically configured and programmed for processing
the BC smart contract manager. The BC smart contract
manager may have access to one or more network connec-
tions during 1its processing. The network connections can be
wired, wireless, or a combination of wired and wireless.
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In an embodiment, the device that executes the BC smart
contract manager 1s cloud 110. In an embodiment, the device
that executes the BC smart contract manager 1s server 110.

In an embodiment, the BC smart contract manager 1s all
of or some combination of 113, 114, 115, 116, 124, 134, 145,

154, and/or method 200 of FIG. 2.

The BC smart contract manager presents another and, in
some ways, enhanced processing perspective from that
which was discussed above for cloud 110 and method 200.

At 310, the BC smart contract manager provides a first
API 134 to a retailer server 130 associated with a retailer.

In an embodiment, the BC smart contract manager pro-
vides the first API 124 to retailer transaction terminals 120
that process transaction with consumers in stores of the
retailer.

At 320, the BC smart contract manager provides a second
API 145 to a FI associated with a FI.

At 330, the BC smart contract manager maintains a BC
160 comprising smart contracts for loans of consumers with
the FI.

At 340, the BC smart contract manager maintains digital
wallet 1dentifiers for digital wallets associated with the FI
and the retailer.

At 350, the BC smart contract manager interacts with the
first API (134 and/or 124) and the second API 145 to: create
the loans as the consumers checkout for the transactions
with the retailer; obtain terms for the loan from the FI server
140; present the terms to the consumers during the transac-
tions; generate the smart contracts based on accepted terms
of the consumers; and store the smart contracts in the BC
160 causing payments for the transactions to be transferred
from a FI digital wallet 146 to a retailer digital wallet 135 to
conclude the transactions on behalf of the consumers with
the retailer.

In an embodiment, at 360, the BC smart contract manager
maintains consumer wallet 1dentifiers for consumer digital
wallets 155 of the consumers.

In an embodiment of 360 and at 361, the BC smart
contract manager initiates transiers of loan payments 1n
accordance with the terms of the loans from the consumer
digital wallets 155 to the FI digital wallet 146 using the
consumer wallet 1dentifiers, the loan addresses for the loans
on the BC 160, and the BC 160 using a BC API 115.

In an embodiment, at 370, the BC smart contract manager
provides loan addresses for the loans of the smart contracts
on the BC 160 when an account associated with the FI 1s
detected as being logged into a session with the BC smart
contract manager (method 300).

In an embodiment, at 380, the BC smart contract manager
provides a user-facing interface for access to the loans on the
BC 160 to the FI server 140, the retailer server 130, and
consumer-operated devices 150 operated by the consumers.

It should be appreciated that where software 1s described
in a particular form (such as a component or module) this 1s
merely to aid understanding and 1s not intended to limit how
soltware that implements those functions may be architected
or structured. For example, modules are illustrated as sepa-
rate modules, but may be implemented as homogenous code,
as individual components, some, but not all of these modules
may be combined, or the functions may be implemented in
soltware structured 1n any other convenient manner.

Furthermore, although the software modules are illus-
trated as executing on one piece ol hardware, the software
may be distributed over multiple processors or in any other
convenient manner.

The above description 1s illustrative, and not restrictive.
Many other embodiments will be apparent to those of skill
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in the art upon reviewing the above description. The scope
of embodiments should therefore be determined with refer-
ence to the appended claims, along with the full scope of
equivalents to which such claims are entitled.

In the foregoing description of the embodiments, various
features are grouped together 1n a single embodiment for the
purpose of streamlining the disclosure. This method of
disclosure 1s not to be interpreted as reflecting that the
claimed embodiments have more features than are expressly
recited in each claim. Rather, as the following claims retlect,
inventive subject matter lies 1n less than all features of a
single disclosed embodiment. Thus, the following claims are
hereby incorporated into the Description of the Embodi-
ments, with each claim standing on 1ts own as a separate
exemplary embodiment.

The mvention claimed 1s:

1. A method, comprising:

registering digital wallets associated with a financial
istitution (FI), a retailer, and a consumer 1n support of
and an integrated payment from the consumer to the
retailer for a payment during a transaction by facilitat-
ing a loan from the FI to the consumer and transferring
the payment from a FI wallet to a retailer wallet to
complete the transaction on behalf of the customer;

integrating a payment option into a transaction interface
during a payment process for the transaction of the
consumer, wherein the transaction between the con-
sumer and the retailer and the consumer 1s providing
the payment for the transaction to the retailer;

rendering a screen within the transaction interface to
collect consumer information from the consumer:

providing the consumer information and a payment
amount for the transaction to a FI server of the FI;

recerving terms of the loan associated with providing the
payment amount for the transaction during the payment
process of the transaction interface from the FI server;

rendering a second screen within the transaction interface
to present the terms for an acceptance; and

generating a smart contract on a blockchain (BC) for the
loan between the consumer and the FI associated with
the FI server causing funds associated with the payment
amount to be transferred from a FI digital wallet to a
retailer wallet for a retailer associated with the trans-
action and causing the payment process to conclude
within the transaction interface while the smart contract
on the BC manages loan payments on the loan between
the consumer and the FI following the transaction.

2. The method of claim 1 further comprising:

identifying a login from the consumer;

identifying a loan address for the loan, wherein the loan
address 1s linked to the consumer;

recerving an authorization to make a loan payment 1n
accordance with the terms from the consumer; and

providing a consumer wallet 1dentifier for a consumer
digital wallet and an amount of a currency type for a
currency 1n a consumer-provided amount to the BC
with the loan address causing the currency in the
consumer-provided amount to be transierred from the
consumer digital wallet to the FI digital wallet.

3. The method of claim 2, wherein providing a consumer

wallet 1dentifier further includes:

converting the consumer-provided amount 1n the currency
type with a currency exchange server ito a govern-
ment-1ssued currency of a government-issued amount
in an mmtermediary wallet and providing an intermedi-
ary wallet 1identifier for the intermediary wallet 1n the
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government-issued currency and in the government-
issued amount to the BC for transfer to the FI digital
wallet.

4. The method of claim 1 further comprising:

maintaining the FI digital wallet on behalf of the FI and
external to the FI server.

5. The method of claim 1, wherein maintaining further

includes:

converting the consumer-provided amount in the currency
type with a currency exchange server into a govern-
ment-1ssued currency of a government-issued amount
within the FI digital wallet.

6. The method of claim 1 further comprising:

providing a loan address for the loan returned from the BC
to the FI server.

7. The method of claim 1 further comprising:

providing a loan address for the loan returned from the BC
to the transaction interface or to a mobile device
registered to the consumer.
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8. The method of claim 1 further comprising;:

maintaining an association between the FI and the loan

with a plurality of other loans of the FI.

9. The method of claim 8 further comprising:

detecting a login from an account associated with the FI;

presenting on a home screen the loan, the other loans, and

a current balance of the FI digital wallet.

10. The method of claim 1, wherein rendering further
includes providing the screen through an Application Pro-
gramming Interface (API) to the transaction interface.

11. The method of claim 1, wherein generating further
includes receiving a loan address for the loan back from the
BC and providing the loan address to the FI server.

12. The method of claim 11, wherein receiving the loan

address further includes providing the loan address to the
transaction interface or a mobile device registered to the

CONSUINCY.
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